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1. Problem Statement: Integrated circuits (ICs) play an increasingly important role in our day-to-day lives. On the 

one hand, ICs form the foundation of critical military and commercial systems. On the other hand, the rapid growth 

of information technology has enabled development of more and more emerging products and application that require 

communication with server/cloud databases to access high-quality services. Electronic devices (laptops, tablets, 

smartphones, GPS, medical devices, etc.) have become more pervasive in our daily lives, maintaining a high level of 

security and reliability has become a significant societal challenge. To this end, central tasks include realizing secure 

and reliable identification, authentication, and integrity checking of the underlying hardware (e.g., integrated circuits) 

in these devices. More recently, the hardware security community has helped to shift industry’s attention towards the 

design of hardware-based security primitives to replace the more expensive and vulnerable software-based primitives. 

Hardware-based security primitives play important roles in protecting and securing the assets of an electronic system. 

Identification, authentication, secure communication, IC obfuscation to prevent IC piracy in semiconductor supply 

chain, detection of counterfeit ICs, etc. are some common use of hardware-based security primitives. The three major 

primitives under investigation in this proposal are further elaborated in the following: (i) Physical Unclonable 

Functions (PUFs) have been proposed as a more secure alternative to secret key storage because of their unclonability 

and built-in tamper evidence [1-3]. (ii) A True Random Number Generator (TRNG) translates a physical entropy 

source such as thermal noise, atmospheric noise, shot noise, radio noise, flicker noise, chaos, etc. into a non-

deterministic random bitstream [1-3]. An ideal TRNG has uniform statistical characteristics at any operating 

conditions, workload, and degradation in the field. TRNG is used in cryptography and secure communication [2]. (iii) 

Anti-Counterfeit (AC) Technology commonly in the form of certified object authenticators (COAs) is essential 

for improving supply chain security and assurance. As the consumer electronics market continues to expand, 

counterfeiting of electronic components is becoming more profitable and difficult to contain. Recycled chips, 

remarked chips, out-of-spec chips, and chips from a fake manufacturer are the major types of counterfeit chips [2]. It 

has been reported that memory contributes ~20% of total counterfeit chips [1-3]. Therefore, it's essential to develop a 

technology that prevents counterfeiting. 

 

Memory-based security primitives have been gaining popularity because they are the cheapest and don’t need any 

additional hardware [2-3]. In previous work, the PI has mainly focused on SRAM and Flash based security primitives 

[3, 6, biosketch]. But SRAM is very expensive, and flash-based security primitives are very slow [2-3]. Therefore, 

DRAM can be the most suitable for major applications. However, existing DRAM-based security primitives have 

major limitations (see Section 2). In this work, the PI proposes novel latency-based DRAM signature generation which 

can be used for creating security primitives and make them applicable to real and run-time commodity applications. 

 

2. Motivations, Objectives, and Novelty: DRAM is ubiquitous but suffers several limitations which make it almost 

impossible to use DRAM for security primitives in electronic commodities. The objective of this project is to propose 

novel DRAM-based security primitives by exploiting the timing latency variations [4]. We summarize the motivations, 

objectives, and novelty of our proposed work below. 

 Waste of DRAM Power Cycle: Start-up based key/random number (RN) generation requires a DRAM power 

cycle to obtain device signatures. As a result, the whole system needs a turn-off and a turn-on to evaluate the PUF 

/TRNG operation. Therefore, this type of DPUF/DTRNG (DRAM-based PUF/TRNG) cannot be evaluated while 

the system is in operation (i.e., during run-time). Our proposed technique does not require power ON/OFF. 

 Destructive: Retention-based key/RN generation is destructive (data is lost). A dedicated memory might need to 

be used which contradicts the original no-hardware purpose. Like retention-based DPUF/DTRNG, the start-up 

based DPUF/DTRNG is also destructive. Our proposed DRAM-based security primitives are not destructive.  

 Disruptive to System Operation: The granularity of DRAM chip is the channel. An already busy channel cannot 

be used for key generation. Similarly, we cannot use the DRAM cells to perform other services if they are active 

in generating a key/RN. Our proposed technology will not disrupt the system operation.  

 Weak PUF: Like SRAM-PUF, most of the existing DRAM-based PUFs are weak. We will propose a strong PUF 

that does not require any modification of DRAM architecture. 



 Quality of Key/RN: The quality of existing methodology of generating key/RN is limited because of limited 

entropy. We will propose algorithms for generating high-quality security primitives. We will also show 

experimental comparison to present the superiority of our proposed methodology. 

 Large Evaluation Time: Retention-based key/RN generation requires a large amount of time, order of minutes, 

to generate a key/RN. Existing technology is not suitable for mass-volume detection of counterfeit DRAM chips 

[2]. Our goal is to make the evaluation time from the order of minutes to order of milliseconds. 

 

3. Novel Latency-based Signature Generation from DRAM with Preliminary Results (under review [5]): The 

DRAM is periodically refreshed each 32ms or 64ms (vendor to vendor) to ensure the data integrity [3]. With the 

increased refresh interval, some of the DRAM cells lose the original data and get flipped to opposite values. This is 

used for a signature generation but requires the order of seconds to generate enough errors for PUF/TRNG.  Therefore, 

the retention based PUF is not suitable for PUF/TRNG. In this project, we propose latency-based key generation which 

is at least 1000X faster than retention-based PUF. Fig. 1 (left) shows the DRAM timing latency. Latency is the required 

time to move charge between row buffer and a DRAM row, and they suffer significant variations for each of the above 

operations among cells across the entire chips. Some of the cells are very slow, and some of the cells are very fast. 

For reliable operation, the minimum required latency has to be larger than the latency of the slowest cell [4]. We read 

or write the faulty data when the vendor recommended minimum timing latency is not maintained (i.e., the latency is 

reduced). In our proposed project, we reduce the timing latency to cause unreliable operation. The introduced error 

pattern at the reduced timing latency parameter is unique from device to device and can be used to generate device 

signatures. We plan to reduce two crucial DRAM latency parameters: activation latency and precharge latency (Fig. 

1, left).  Fig. 1 (right) shows that the memory contents are flipped at the reduced precharge latency. This pattern can 

be used to generate device signatures. The results also show that the erroneous pattern is random and unique from 

chip to chip. The timing latency in the millisecond range. In the proposed approach, the signature can be generated in 

only several milliseconds (>1000X faster than retention-based security primitives). 

  

Fig 1. Left: DRAM latency parameters. Right: The unique erroneous pattern (red presents ‘error’) at the reduced 

precharge latency with different input patterns written into the memory [5].  

4. Proposed Approach (Process): 

Task 1: Characterizing DRAM cells with the reduced DRAM latency- The preliminary data shows that not all 

cells can be used to generate PUF (or TRNG). Some of the cells are suitable for PUF, and some of the cells are suitable 

for TRNG (or AC technology). In this task, we will characterize the DRAM cells to find the right candidates for the 

right security primitives. We will characterize the cells based on the input patterns: (i) pattern insensitive: the output 

does not depend on the DRAM contents (ii) Pattern sensitive: the erroneous pattern depends on the input patterns 

written into the memory. The pattern sensitive cells are good candidates for the strong-PUF. Primary results show that 

the number of pattern-insensitive DRAM cells is few. The primary results also show that some of the cells are sensitive 

to noise and good for the RN. On the other hand, the robust DRAM cells can be used for generating a key. Pattern 

sensitive DRAM cells can be ideal candidates for strong PUF. 

Task 2: Developing metrics and cell Selection algorithm for the right and quality DPUF/DTRNG- Reliability 

(how often a PUF can generate the same outputs over different environmental conditions through entire chip lifetime), 

uniqueness (how well a single PUF is differentiated from other PUFs), and randomness (the unpredictability of the 

PUF/TRNG outputs) are the standard metrics to quantify the quality of security primitives. Our goal is to obtain a 

good quality of PUF/TRNG. The primary results show that the pattern sensitive (useful for randomness and 

uniqueness) DRAM cells are few (less than 3% of total DRAM cells). Therefore, a proper algorithm is required for 



generating quality DPUF/DTRNG with the limited resource.  At first, we will propose new metrics (that will show 

statistical dependency) that will rely on (i) data dependency and (ii) spatial correlation for extracting better signatures 

from the device.  The metrics will help us to choose a specific data pattern to the particular DRAM cells for making a 

good quality DPUF/DTRNG. The erroneous pattern does not depend only on the input of a row but also depends on 

the neighbor cells because of coupling effect. However, most manufacturers don’t share the physical layout. Therefore, 

we need a strong algorithm to select the best candidates for the right security primitives.  

Task 3: Foundry and OCM identification- Foundry identification is essential for many tasks including intellectual 

property protection, trust, and preventing counterfeiting. There are several DRAM manufacturers such as Micron, 

Samsung, Hynix, etc. The manufacturing and layout variations are unavoidable and can be helpful to distinguish from 

one technology node to another technology node of a particular vendor or from one vendor to another vendor for a 

given specification (technology node for example). Our holistic approach will identify the origin of DRAM chips in 

a low-cost manner. The primary results from two major vendors show that the erroneous pattern is sensitive to 

manufacturers. The proposed metrics in Task 2 will be used to identify the best latency parameters to identify the 

origin of OCM or foundry with very high accuracy.  

Task 4: Recycled, remarked, and out-of-spec IC (DRAM) detection- accurate and low-cost D-ACs (DRAM-based 

ACs) for recycled IC, remarked IC, and out-of-spec IC detection. We assume that PUFs can detect cloned ICs as it 

provides a unique ID for each chip. From the preliminary latency-based aging data, we observed that there is the 

difference between the erroneous patterns at the reduced latency for the fresh chip and aged one. Note that the 

counterfeit electronic system might contain counterfeit DRAM chips. Therefore, detection of counterfeit chips can 

help us detecting counterfeit electronic system as well.  

5. Project Outcomes and Deliverable (IPs): 

 A novel latency-based DRAM signature. The proposed approach >1000X faster than existing approach.  

 High-quality LDPUFs (latency-based DRAM PUFs) that utilize innovative bit selection metrics and 

algorithms to generate a unique key that is reliable in the presence of extreme conditions in the field require 

a low testing methodology to the manufacturer and reduce the need for error correcting code. 

 Robust LD-TRNGs (latency-based DRAM TRNGs) that remain strong in hostile environments and under 

different attacks, while generating true random numbers quickly. Our approaches will identify the most 

unstable bits in the memory (i.e., opposite of PUF objective) and take advantage of distribution of stable 

and unstable bits in the memory to make LD-TRNGs that are less sensitive to tampering. 

 Accurate and low-cost LD-ACs (latency-based DRAM AC) for recycled IC, remarked IC, and out-of-spec 

IC detection. 

 A novel methodology of identifying the original OCM. There is no such technique to validate the 

authenticity of the OCM for any DRAM.  

 The proposed four tasks are connected to each other.  The data collected from DRAM chips can be used in 

all 4 tasks in parallel. We are hopeful that we will be able to deliver findings from all 4 tasks within the 

specified time (one year). 

 

6. Technology Transfer: We plan to publish our research findings to major IEEE/ACM conferences and journals.  
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